What is MFA?

MFA is required for all portal users effective 8/25/25.
Multi-factor Authentication (MFA) is an authentication method that requires the user to provide two or more verification factors to gain access to a software system.
After entering a valid username and password, users are prompted to prove their identity using a mobile authenticator application, entering a code sent to them in a text message, or confirming their identity through a phone call before they are allowed to log into the system. 

Users allowed to skip MFA for 30 days:
Upon the first time a user logs in, they are allowed to "skip" MFA for a period of 30 days. After the 30-day period has passed, the user is required to configure MFA in order to log in. This applies to both existing and new portal users.
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Setting up MFA for the first time:

1. Login to VCCF Portal
2. Choose one of the three choices to verify the user account:
a.  Mobile authenticator app (most secure) - This process will use an authenticator application on the user's mobile phone that will generate a verification code that must be entered on the MFA screen to continue. 
· MS Authenticator and Twilio Authy are the only mobile authentication apps supported
· Microsoft provides an article on MS Authenticator here
b. SMS text messages (simplest) - During setup the user will be asked to select a country and provide a phone number. For verification, the user will be sent a code that must be entered on the screen to continue.
c. Voice calls - This process will call the user's phone and provide a verification code that must be entered on the screen to continue.
3. Click Continue
4. Follow the on-screen help to complete setup. If unsuccessful, please click Try another method to select one of the other options.



Changing MFA Selection:

If a user wishes to reset their current MFA settings, follow these steps:
1. Login the VCCF Portal
2. Navigate to your Account Details (My Account) > Click Configure MFA
3. Click Yes on the popup that confirms an MFA setting reset. 
4. Then select the new method for MFA.

For any questions or assistance, please contact aweissman@vccf.org 



QnA:

Q: Are MS Authenticator and Twilio Authy available for iOS and Android? 
A: Yes. MS Authenticator and Twilio Authy are both available for iOS and Android. 

Q: Which devices are compatible with mobile authentication apps? Can the apps be used on a Mac or PC instead of a mobile phone?
A: MS Authenticator is compatible with iOS devices and Android mobile phones.
Twilio Authy is compatible with iOS and Android mobile phones. Twilio also supports devices that use Blackberry, Windows, Mac OS, and Linux.

Q: For SMS or Voice Calls, what happens if I change my phone number or lose access to the phone or phone number used?  
A: Go to My Account > Configure MFA to change your phone number. If you cannot login, please contact aweissman@vccf.org to have your MFA reset.

Q: I don’t want to use a mobile phone to receive text messages or use an authenticator app. How can I make this work? 
A: Choose "Voice calls" as your preferred verification method and enter a phone number.

Q: Should I use my personal or work phone number for MFA? 
A: We recommend all users choose a personal phone number. Users who apply for grants on behalf of an organization may use a work number. However, if they leave the organization and lose access to the phone number, they are no longer able to authenticate.  



Q: How do I change or reset my MFA settings?  
A: Go to My Account > Configure MFA to change your phone number or clear the current MFA configuration and start again. If you cannot login, please contact aweissman@vccf.org to have MFA reset.

Q: Can multiple user accounts share the same MFA configuration?
A: We highly discourage sharing your MFA configuration. If one user loses access to their authentication app or phone, the other user sharing that MFA method loses access as well. Each user should have their own unique account with their own MFA credentials.

Q: Why did my account get locked out? 
A: As a security measure, accounts are locked out after 20 failed authentication attempts. Please contact aweissman@vccf.org for assistance.

Q: Can VCCF staff change my MFA method for me? 
A: VCCF staff cannot change the MFA method on behalf of a portal user. VCCF staff can only reset the MFA method so that the user may change it to their preferred method.

For any questions or assistance, please contact aweissman@vccf.org 
